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MEMORANDUM FCOR SEE DI STRI BUTI ON

SUBJECT : Forces Command (FORSCOM) World-Wde Wb Policy

1. Pur pose. This nmenorandum (with Enclosure 1) provides

gui dance for the establishnment and operation of FORSCOM
publicly accessible Wrld-Wde Wb (WW) sites. The intent is
to promul gate, support and foster the effective use of the WW
as a neans of dissemnating information, saving resources, and
| everaging the full use of devel oping technologies for FORSCOM
and at all levels of subordinate elenents and conmands.

2. Proponent and exception authority. The proponent for this
menorandum is the Deputy Chief of Staff for Command Control,
Conmmuni cations, and Conputers (DCSC4). The DCSC4 has the
authority to approve exceptions to this nenorandum consi stent
with controlling law, regulation, and higher headquarters'

pol i cy.

3. Scope. The enclosed policy applies to all FORSCOM
activities (Active and Reserve Conponent) using the publicly
accessible WWV  The FORSCOM sponsored or controlled web sites
nmust neet and adhere to this policy and the web policies of
the Departnment of Defense and the Departnent of the Arny.

4,  Concept. Take advantage of Internet technology to provide
accurate, tinmely and useful information to the public and all
FORSCOM sol diers, civilian enployees and organizati ons.

5. Pol i cy. Informati on publishing via the WAWVis the
cooperative effort of the Information Managenent (IM and the
Public Affairs (PA) staffs. The IMis generally concerned
with the operation, naintenance and design of web based
services, while the PA is responsible for review ng and
clearing for public dissemnation to a world w de
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audi ence all information posted on the WWV The authority and
responsibility for design approval and web site content
resides with the commander of the unit or installation
operating the WW site.

6. This policy supersedes FORSCOM Worl d-Wde Wb Policy, 12
August 1997.

7. Point of Contact for this policy is the FORSCOM Wbnaster,
mail to: webnmaster@orscomarmny.ml.

FOR THE COMVANDER:

L% Y
1 Encl HN M. ICKLER

as eutenant General, USA
Chief of Staff

DI STRI BUTI O\

COVMANDERS

FORSCOM MAJOR SUBCRDI NATE COMVANDS

FORSCOM | NSTALLATIONS, ACTIVITIES/UNITS REPORTING TO FORSCOM



FORCES COMVAND ( FORSCOM) WORLD-W DE WEB (WA POLI CY

1. Purpose.

a. This policy provides guidance for the establishnment and
operation of publicly accessible, non-restricted, U S. Arny
Forces Command WAW sites. FORSCOM publicly accessible, non-
restricted websites will provide only information that has been
properly cleared by the appropriate MACOM or installation Public
Affairs Ofice for public release in accordance with the
provi si ons of Headquarters Departnent of the Army and Depart nent
of Defense web policies.

b. The WAV is an efficient and effective neans for the
U S. Arny Forces Command to share information. Use of the WAW
or Internet, is strongly encouraged as a powerful tool to
rapidly convey information to a wi de audi ence on a broad range
of topics relating to activities, objectives, policies and
progranms of interest to both the mlitary and the public.
FORSCOM websites will focus on providing val ue-added information
services and products to the organization’s users, custoners,
the Arnmy, and the public by sharing accurate, tinely, and
rel evant information. To ensure that FORSCOM fully | everages
the capabilities of the WAWIin a manner that is efficient,
focused on saving resources, and noving toward a digital
environnent, the follow ng guidance is provided.

2. Proponent and exception authority.

a. The proponent for this nenorandumis the FORSCOM Deputy
Chi ef of Staff for Command, Control, Communications, and
Comput ers (DCSC4).

b. The DCSC4 has the authority to approve exceptions to
thi s menorandum that are consistent with controlling | aw and
regul ati on. Requests for exceptions to this policy nmust be
submtted in witing to DCSC4 for coordination with the FORSCOM
Public Affairs O fice (PAO).

3. Scope: This policy applies to all FORSCOM activities using
the publicly accessible web to dissem nate information. Forces
Command- sponsored i nformati on nmust neet DoD, Arny and FORSCOM
web policy requirenments regardl ess of any and all other nethods
of di ssem nati on.

Encl



4. Ref er ences.

a. Cuidance for Managenent of Publicly Accessible U S. Arny
Websites, HQDA, 30 Novenber 1998.

b. Menorandum Web Site Admi nistration, Policies &
Procedures, Deputy Secretary of Defense, 7 Decenber 1998.

c. Public Law 100-235, Conputer Security Act of 1986.

d. For guidance on use of government owned conputing
equi prment and resources (e.g., non-duty related email use and
web browsing in the workplace), see DoD 5500.7-R, Joint Ethics
Regul ation (JER), 30 August 1993 and Change 2, 25 March 1996.

e. DoD Instruction 5120.4, DoD Newspapers and Civilian
Enterprise Publications, 29 May 1996.

f. DoD Directive 5040.5, Alteration of Oficial DoD
| mgery, 29 August 1995.

g. AR 25-1, The Arny Information Resource Managenent
Program 25 March 1997.

h. AR 25-55, The Departnment of the Arnmy Freedom of
| nformati on Act Program 14 April 1997.

i. AR 380-19, Information System Security, 27 February
1998.

j. AR 340-21, Arny Privacy Act Program5 July 1985.
k. AR 360-5, Public Information, 31 May 1989.

|. AR 380-5, Departnment of the Arny Information Security
Program 25 February 1988.

m AR 530-1, Operational Security, 3 March 1995.

n. HITM. 3.2 Reference Specification, Wrld Wde Wb
Consortium (WBC) Recommendati on, 11 January 1997.

0. HTM. 4.0 Specification, Wrld Wde Web Consortium (WBC)
Recomendati on, 24 April 1998.



5. Definitions and explanation of abbreviations.
a. Wrld-Wde Web — WAV
b. Hypertext Markup Language - HTM..
c. Wrld-Wde Web Consortium — WBC.
d. Common Gateway Interface - CG
e. Covernnent Information Locator Service - G LS.
f. For Oficial Use Only - FOUOQ.
g. Freedomof Information Act - FO A
h. Mjor Command - MACOM
i. General Oficer Senior Executive Service - GOSES.
j. Departnent of Defense - DoD.

k. Webpage - an individual HTM.-conpliant electronic file
accessi bl e through a TCP/I P net work.

. TCP/IP network — a data comuni cati on network that uses
transport control protocol/internet protocol (TCP/IP); the
public internet and the DoD Non-classified | P Router Network
(NI PRNET) are exanples of TCP/IP networKks.

m Website — a collection of HITM.-conpliant electronic
files designed to provide information, services, or goods to
users through a TCP/ I P networK.

n. Webmaster — an individual delegated the responsibility
for operation of the organization’s website by the
conmander /| eader shi p.

0. Pagemaster — an individual responsible for the design,
operation and mai ntenance of specific web pages within a
website.

p. Honepage — the single, top-level, webpage designed to be
the first file accessed by a user visiting a website; also known
as an “index” or “default” page.



6. Responsibilities.

a. The commander/| eadership of each organization operating
an official U S. Arny FORSCOM website, regardl ess of |ocation or
echelon (e.g., unit, office, installation, major command), wll:

(1) be responsible for and exercise ultinmate control
over all of the content of the organi zation s website,

(2) define the purpose of the website in terns of
m ssi on support to the organi zati on and useful ness to the
publi c,

(3) define the core functions, products, and information
to be made avail abl e through the organi zati on’s website,

(4) ensure conpliance with all applicable policies,
i ncludi ng AR 530-1, and

(5) periodically reevaluate each website under their
control to ensure conpliance with applicable policies and
performance of the responsibilities in paragraphs 6.a.(1)

t hrough 6. a.(4) above.

b. The commander nmay del egate the execution of this
responsibility to one or nore website managers or ot her
appropriate officials. Were appropriate, the commander nay
del egate these responsibilities to a team of subject matter
experts. This team may be conposed of subject matter experts
fromone or nore of the followi ng communities: Public Affairs,
Communi cati on/ Conputers, Intelligence, Legal, and others as
appropri ate.

7. Policy.
a. Specifications and Standards.

(1) Oficial FORSCOM websites will be inplenmented in
such a way as to support the w dest range of potential users and
conputing platforms. Non-standard or proprietary website
el ements will not be used. Non-copyrighted material, text, clip
art, hypertext links, inmages and sounds or video clips may be
used only if they directly relate to the unit or organizations
m ssion.



(2) For hypertext markup | anguage (HTM.) docunents,
of ficial FORSCOM websites will use any of the HTM
specifications listed by the World Wde Wb Consortium (WBC).
As an alternative, any HTM. specification that is WBC Proposed
Recommendati on may be used. WBC Technical Reports (including
Recomrendati ons and Proposed Reconmendati ons) are found online
at http://ww. w3.org/ TR/ .

(3) FORSCOM websites may enpl oy browser-specific HTM
tags and browser extensions (plug-in); however, no FORSCOM
website will require or encourage the use of any particul ar
browser product or “plug-in” technology. FORSCOM websites wil|
be designed, in so far as practical, to support the majority of
browsers used by the public. |[If browser specific products are
used, alternate pages with the sanme informational content wll
be posted on the website to allow access by visitors using other
br owsers.

(4) Information of questionable value to the general
public, or for which worldw de di ssem nati on poses an
unacceptabl e security or Operational Security (OPSEC) risk wll
not be posted on publicly accessible web pages. Only
information for which the establishing organization is directly
responsi ble will be posted to the unit’s web pages. All other
information will be made available, if required, via hyperlink.

(5) Hunor, particularly jokes and facetious comrents,
that is subject to possible m sunderstandi ng or
m sinterpretation by the public in such a manner as to present
an inaccurate or unflattering imge of the Arny or FORSCOM wi | |
be avoided. Frivolity does not support the purpose of U S. Arny
websites stated in paragraph 1.Db.

b. Requirements for Organi zations Operating Websites.

(1) Each FORSCOM Organi zation operating a website w ||
register it with the U S. Arny Honepage through the online
registration formfound on the U S. Arnmy Honepage
http://wwv. arnmy. m | /register/.

(2) Every FORSCOM organi zation that maintains a website
will notify the FORSCOM webmaster mail to:
webmaster @ orscom arny. m| whenever the universal resource
| ocator (URL) or any of the point of contact information
required as part of the registration process changes.



(3) Every FORSCOM organi zation maintaining a website
must register it with the Governnment Information Locator Service
(GILS) http://wwwv. dtic.m|/index/.

(4) Each FORSCOM organi zation mai ntaining a website nust
di splay a Privacy and Security Noti ce.

(5) FORSCOM organi zati ons operating an official website
w Il provide the follow ng information, or hyperlinks to the
following informati on, on their honepage:

(a) Organization nmissions and functions.

(b) Organizational structure, listing or hyper-
i nking to parent and subordi nate command or organi zation
websites. Organizational charts containing individual’s nanmes
and ot her personal information wll not be nmade available to the
public unless privacy and security concerns have been addressed
posting such information for nenmbers of deployable units and
others in sensitive positions could make them potential targets
of hostile organizations or individuals.

(c) Electronic mail address, phone nunber, or nail
address of the point of contact (webmaster) responsible for the
website content.

(d) A hyperlink to the U. S. Arny Homepage
http://wwwv. arnmy. m| and the FORSCOM Honepage
http://ww. forscomarny. ml.

c. Requirenents for Website Managers. A website nmanager is
t he organi zation’s commander, or an individual or group that has
been del egated the follow ng responsibilities by the
organi zation’s commander. Website Managers (webmasters) wll:

(1) Ensure that information published on their website
is accurate, tinmely, represents the official Army position, and
is properly cleared by the installation or conmand’ s PAO for
public di ssem nati on.

(2) Ensure appropriate security and access controls are
in place, commensurate with the perceived threats, and to ensure
that the follow ng types of information are not nade avail abl e
to unaut horized individuals or organizations:



(a) Classified.
(b) Uncl assified but sensitive.
(c) For Oficial Use Only (FOUOQ).

(d) Information that cannot be disclosed under the
Privacy Act.

(e) Freedom of Information Act (FO A) exenpt
information (including, but not limted to draft policies and
regul ati ons, and pre-decisional information).

(f) Copyrighted information for which rel eases from
t he copyright owner have not been obtai ned.

(g) Any of the followng types of information wll
not be di splayed on publicly accessible websites regardl ess of
whet her the sane or simlar information is available from ot her
aut hori zed nedi a sources:

(1) Plans or lessons |earned which could reveal
sensitive mlitary operations, exercises or vulnerabilities,

(2) References to any information that would
reveal sensitive novenents of mlitary assets or the | ocation of

units, installations, or personnel where uncertainty regarding
| ocation is an el enent of the security of a mlitary plan or

progr am

(3) Personal information about U S. citizens,
DoD enpl oyees and mlitary personnel including:

(a) Social security account numbers,

(b) Dates of birth,

(c) Hone addresses, and

(d) Tel ephone nunbers other than office nunbers.

(4) The identity or location of famly nenmbers
of DoD enployees and mlitary personnel.



(3) Provide the highest practicable | evel of assurance
that information made available to or received fromthe public
does not contain malicious software code (e.g., viruses, trojan
horses), or if it does, to adequately notify the user before the
downl oad of such information begins.

(4) Respond in a professional, expeditious, and
courteous manner to email, or forward queries to the appropriate
source of information, or otherwise fulfill or redirect requests
for information fromthe public.

(5) Ensure that the organization’s website provides
poi nts of contact information for the webmaster and, if
appropriate, to pagemaster(s).

8. Requirenents for Webpages.

a. Al FORSCOM Webpages wi Il display the date the page was
| ast updated, reviewed, or cleared for public release.

b. Rel ease of Information and Content Revi ew.

The commander, or his designated representative, will institute
a review process to ensure that website information is current,
tinmely, and cleared for public release. The commander is
responsi ble for all of the information presented on the

organi zation’s website. The content of all Whbpages will be
periodically reviewed to ensure full conpliance with this

policy.
9. Commercial Advertising and Sponsorship.

a. Commercial advertising on official U S. Arny websites is
prohi bited. Corporate or product | ogos and trademarks (other
t han text or hyperlinked text) are considered commerci al
advertisenents, and will not be served from FORSCOM websites.

b. No noney, services, products, or in-kind paynent (e.gqg.
website hosting, site managenent, site design) will be accepted
in exchange for a link to non-DoD web resources placed on an
official U S. Arny website.

c. Oficial US. Arny websites will not provide product
endorsenents or preferential treatnment to non-U.S. Gover nnent
entities.



d. External Linked Content. The ability to hyperlink to
resources external to the Arny is a fundanental feature of the
Wrld Wde Web, and will add value and functionality to FORSCOM
websites.

(1) Hyperlinks to non-DoD web resources are permtted
when determ ned to support the organization’s m ssion.

(2) FORSCOM websites will use only text or hyperlinked
text to direct users to non-DoD WebPages or software downl oad
sites.

(3) FORSCOM websites that provide |inks to non-DoD web
resources nust display a disclainmer in accordance with DoD
policy and a hyperlink to a page displaying the certificate
signed by the commander authorizing its use.

(4) A graphic synbol wll be displayed with all externa
links to indicate visually that the Iink content provided is not
a part of the FORSCOM website. All such links will have the
appropriate disclainmer notice.

(5) Hyperlinks to Arny and ot her Governnent websites may
continue the use of graphics (e.g., distinctive shoul der sleeve
insignia, synmbols and simlar logos) to facilitate easily
recogni zabl e connections to those sites.

e. Collection of Information. Army websites that collect
standardi zed i nformation from 10 or nore nenbers of the public
must conply with:

(1) DoD Menmorandum Establishing and Maintaining a
Publicly Accessi bl e Departnment of Defense Web I nformation
Service, 18 July 1997 http://ww. defensel ink.m |/ policy97. htm.

(2) The Paperwork Reduction Act of 1995 (as anended).
f. Personal Use.

(1) Personal use of governnent resources generally is
i mpr oper.

(2) Hyperlinks on FORSCOM websites to honepages,
websites, or other web resources of a personal or non-official
and non-m ssion related nature are prohibited. Links to
personal E-mmil accounts are not authorized.



(3) Arny Internet users are subject to DoD 5500. 7-R,
change 2, Joint Ethics Regulation (JER), 25 March 1996.

g. Restricted Access.

(1) In addition to not posting certain information on
FORSCOM websi tes as noted above in paragraph 8.b., webnmasters
will ensure that their websites do not provide direct hyperlinks
(or other nethods to bypass access controls, such as
hyperlinking to Web Pages bel ow password protected WbPages) to
the follow ng types of information:

(a) Classified.
(b) Uncl assified but sensitive.
(c) For Oficial Use Only (FOUO) .

(d) Information that cannot be disclosed under the
Privacy Act.

(e) Freedom of Information Act (FO A)-exenpt
information (including, but not limted to draft policies and
regul ati ons, and pre-decisional information).

(f) Copyrighted information, graphics or artwork for
whi ch rel eases fromthe copyright owner have not been obtained.

(g) Any other information prohibited by this or DA and
DoD web policies.

(2) Publicly accessible FORSCOM websites may provide
hyperlinks to access-controll ed websites only through
i nterveni ng access-controlled (password protected) |ogin
mechani sns or procedures that are sufficient to address the
perceived | evel of threat and sensitivity of the restricted
i nformation.

(3) FORSCOM websites will not use inflanmatory or
t hreateni ng | anguage to descri be access-controls or procedures,
and must avoid any perception that the Arny is hiding or
wi t hhol di ng i nformation that otherw se should be available to
t he public.
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